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1
Decision/action requested

It is requested that SA3 approves this new key issue on the protection of the ProSe UE identity during ProSe discovery.
2
References

[1]
3GPP TR 33.847 Study on Security Aspects of Enhancement for Proximity Based Services in 5GS, v0.1.1
3
Rationale

During ProSe discovery the identity of the ProSe UE that is to be discovered may be exposed to attackers if not protected. Using this identity the ProSe UE can be traced and thus cause a breach of privacy. Also malicious UEs can impersonate the ProSe UE using the obtained UE identity. In this contribution the need for protection of the ProSe UE's identity is expressed as a key issue for which solutions are to be found.
4
Detailed proposal

START OF CHANGE 1

5.X
Key Issue #X: UE identity protection during ProSe discovery
5.X.1
Key issue details
During ProSe discovery a ProSe UE that is to be discovered needs to broadcast information via which it can be discovered. In some use cases the broadcasted information is uniquely associated to the (identity of the) ProSe UE. If this broadcasted information is not properly protected the privacy of the UE can not be guaranteed in the sense that the UE can be traced and followed. Also impersonation of the ProSe UE can occur leading to identity theft. 
5.X.2
Security threats
A ProSe UE identity broadcasted during ProSe discovery can be used to trace a ProSe.
A ProSe UE identity broadcastes during ProSe discovery can be used to impersonate the ProSe UE.
5.X.3
Potential security requirements
It shall be possible to mask the identity of a ProSe UE broadcasted during ProSe discovery so that it cannot be used to trace the ProSe UE.
It shall be possible to mask the identity of a ProSe UE broadcasted during ProSe discovery so that it cannot be used to impersonate the ProSe UE.
END OF CHANGE 1
